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EXECUTIVE SUMMARY

This research has addressed the problem of how to aid human operators engaged in dynamic coop-
erative fault management. In this domain, a dynamic process is monitored for anomalous conditions
by a joint cognitive system consisting of human operator(s) and an intelligent diagnostic system.
More specifically, the focus of this work is on the coordination and integration of information from
the monitored process and intelligent system to support operator visualization of critical events and
anomalies in the process. To accomplish this, three phases of research were conducted. First, a se-
ries of case studies of intelligent fault management development projects was conducted to identify
commonalities in the approaches used and to specify the human-computer interaction (HCI) demands
imposed on the human operators. Based on these case studies, temporal, functional, and coordinative
issues were isolated for further investigation. In the second phase, a series of descriptive models
were developed to identify the inherent difficulties in the fault management task and the gaps be-
tween the information needed to cope with these demands and information currently (or typically)
provided to an operator. The cognitive demands were used as a framework to uncover potential co-
operation problems and the type of support required. Based on the results of the first two phases of
work, the third phase involved the development of a specific design for one of the systems involved
in the case studies, a thermal control system for NASA’s proposed space station. This display design
consists of coordinated functional and temporal representational views into the monitored process
and the intelligent system. The goal of this design is to provide an enhanced temporal representation
of the events and behavior of the system and the intelligent system’s assessments, diagnoses, and
recommended control actions in response to these events, to promote visualization of anomalous
conditions within the process, and to coordinate and integrate information from the monitored pro-
cess and intelligent system. One of the primary contributions of this work is the identification of the
dependencies between efforts to develop an intelligent diagnostic system and efforts to build
enhanced representational views for the human part of the cooperative ensemble.



1. INTRODUCTION AND OVERVIEW

1.1. Overview

At the highest level, the fundamental question addressed by this research is how to aid human
operators engaged in dynamic fault management. In dynamic fault management there is some
underlying dynamic process (an engineered or physiological process referred to as the monitored
process — MP) whose state changes over time and whose behavior must be monitored and controlled.
In these types of applications (dynamic, real-time systems), a vast array of sensor data is available to
provide information on the state of the MP. Faults disturb the MP and diagnosis must be performed
in parallel with responses to maintain process integrity and to correct the underlying problem. These
situations frequently involve time pressure, multiple interacting goals, high consequences of failure,
and multiple interleaved tasks (Woods, 1988a).

Some of the difficulties of this task include:

e system complexities (e.g., structural, functional, and temporal) result in a difficult diagnosis
task,

¢ an abundance of low-level sensor data result in a data overload (a large amount of data to sift
through and comprehend),

o the need to shift attention across the incoming data as events and changes occur within the MP,
and

o the need to anticipate future changes and behavior in the MP.

At this level, some of the goals of aiding fault management are to:
e provide a clear representation of MP status and behavior,

e provide support for the detection of anomalous MP behavior and the mapping of symptoms
into causes of anomalous behavior,

e integrate the abundance of data from sensors into information relevant to process goals and
tasks, and

e help focus operators' attention on critical information within the MP.

One trend in dynamic fault management is the addition of artificial intelligence based systems to
assist the human operator. This creates a joint human-machine cognitive system that should function
cooperatively to handle the demands of dynamic fault management. Depending on the nature of the
interaction between the human and the intelligent system (IS), the fault management task can become
more or less demanding. On one hand, the additional source of information could actually add to
problems such as data overload and directed attention. In addition, depending on the types of
representational windows provided for the human operator, barriers can be created that make it
difficult for the operator to see the IS's line of reasoning, to see what the IS thinks is going on in the
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MP, or even to see the flow of events in the MP itself. On the other hand, if successfully
coordinated, these multiple sources of information could provide complementary views into the
behavior of the MP and assist the operator in assessing MP status and responding to anomalies.

Thus, the fundamental question addressed by this research is how to integrate human and machine
problem solvers into an effective cooperative system. More specifically, the focus is on the
coordination and integration of information from the MP and IS to support operator visualization of
critical events and anomalies in the MP and the IS's assessment, diagnoses, and recommended
control actions in response to these events. In order to study this problem, three phases of research
have been conducted. They are outlined in the following sections.

1.2. Phase I: Critique of IS as cooperative agent

The first phase of research consisted of a series of six case studies of intelligent fault management
system development projects in which human-computer interaction (HCI) capabilities, cooperative
problem solving issues, and the design process used were examined (Malin, Schreckenghost, Woods,
Potter, Johannesen, Holloway, and Forbus, 1991a,b; Woods, Potter, Johannesen, and Holloway,
1991a,b). The types of systems studied included efforts at developing and implementing diagnostic
reasoning systems to assist operators in controlling a semi-autonomous process. The core of these
case studies consisted of aerospace systems being designed for NASA's Space Station (consisting of
thermal, electrical, and environmental control systems; Potter and Woods, 1992ab,c - see
Appendices A, B, and C).

In general, these case studies revealed designers using color graphic, multiple window interface
capabilities in an attempt to expand the communication bandwidth between the human and intelligent
system. Some of the approaches found in the case studies include:
e physical topology schematic displays annotated with digital sensor values as the primary
medium for presenting information on the state of the MP,

¢ chronologically ordered message lists as primary source for displaying IS diagnoses,
recommendations, etc. as well as for logging MP events (e.g., mode and configuration changes,
sensor limit violations),

e user definable workspace design (i.e., permit the operators to position windows anywhere, call
up any number of windows), and

e active (mousable) regions within schematic displays to access additional information about a
specific sensor, component, or process.

However, previous research has shown that building such a decision support system does not
guarantee that the practitioner will find the system useful (Woods, Roth, and Bennett, 1990). Results
from this phase of research lend support to this claim through the identification of a variety of
common barriers that can impede human-intelligent system cooperation. Some of the problems
include:



e lack of tools to help the operators visualize the state of the system (i.e., highlight events) and
the functional impact of faults that have occurred (physical schematics emphasize physical,
rather than functional relationships),

e failing to capture any of the temporal information within the fault management task such as
event onset and offset and temporal relationships and dependencies between events
(chronologically ordered message lists compress the informational and temporal aspects of
events),

o failing to embed IS output into the context of changes in the MP (multiple window workspace
design encourages dissociation of related information), and

e lack of depicting relationships between changes in the MP and resulting IS diagnoses (message
lists combine asynchronous, multidimensional information into a unitary format).

1.3. Phase Il: Cognitive task analysis and model development

Based on the results from the case studies, three dimensions have been abstracted for further
investigation:  functional, temporal, and coordinative. They are outlined in the following

paragraphs.

Functional refers to how a MP works to accomplish relevant goals. This type of information is
concerned with goal-relevant relationships between data which provide insights into system status
and function (e.g., is x within normal range? how much capacity in y is left?) rather than simply
current measured values (x = 80 psi; y = 30 amps). Additionally, functional relationships between
components (how change in one component functionally impacts others) can be contrasted with
physical relationships (physical interconnections between components) to understand system
dynamics. There has been considerable work on the contributions of functional modeling as an
approach to develop user interfaces to complex systems (Rasmussen, 1986; Vicente and Rasmussen,
1990; Woods and Hollnagel, 1987; Lind, 1991). It is important to note that this is based on the same
principles that form the basis for functional modeling as an approach to building intelligent
diagnostic systems (K. Abbott, 1990).

Temporal refers to several relationships based on time. First is the fact that dynamic system
parameters change continuously over time; second is the event-based, qualitative temporal
relationships between events (i.e., process A ended before process B started). Both types of temporal
information can play an important role in developing intelligent reasoning systems (Allen, 1984). In
addition, a group of researchers recently have begun investigating the importance of time in
investigating human interaction with complex systems (Decortis, De Keyser, Cacciabue, and Volta,
1990).

Coordinative refers to the coordination of information from the MP and IS to jointly convey to the
human operator what is going on within the MP. Results from Phase I (and from previous research —
Shafto and Remington, 1990) revealed that information from the MP and IS typically are dissociated
rather than coordinated and integrated. This coordination can (and will) be discussed in two
directions and at several levels. First, within a representation of the MP (physical or functional), the
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IS's dynamic, real-time computations can provide informative context in which to interpret MP
behavior. For example, Chapter 5 will discuss the use of expected current and predicted future
values generated by the IS to provide a reference against which to compare current TCS conditions.
Second, within the representation of the IS's activity, establishing a linkage from an IS's diagnosis
back to the causal events in the MP can be an important aspect of explanation. Chapter 4 will discuss
the use of graphical approaches to building this causal relationship. Third, it is important that
information across multiple views (or perspectives) be coordinated and work together to provide the
human operator with insights into MP status, as opposed to forcing serial access to data through
multiple views. Chapter 6 will discuss the joint use of the functional view of the MP and the
temporal view of the IS as an overview display. This need for coordination between information
sources (MP and IS) builds on the idea of building a common, or shared frame of reference (Woods
and Roth, 1988) to improve the communication between the human operator and IS in jointly
monitoring and controlling the MP.

Within this framework, an investigation of information requirements of the human operator in
dynamic fault management and information availability from the MP and IS was performed. The
primary goal of this phase is to identify the inherent difficulties in the fault management task and the
gaps between the information needed to cope with these demands and information currently (or
typically) provided to the operator. The cognitive demands were used as a framework to uncover
potential cooperation problems and the type of support required. The basic finding was that the
typical approaches (of physical topology schematic displays and chronologically-ordered message
lists) vastly under-specify the informational demands of the diagnostic task and requirements of the
operator.

One of the guiding mechanisms in this phase of research is a series of descriptive models of the
interaction between the three agents (human, MP, and IS) at several levels of specificity. First, a
generic, context-free model of dynamic fault management is used to lay the foundation for the types
of cognitive activities required. Second, a mid-level, context-relevant model was developed from
specific examples abstracted from the case studies. This focuses on the temporal and coordinative
dimensions. Third, a system specific functional model was developed based on an analysis of system
objectives for a particular MP (introduced in the next section). These latter two types of models also
provide a framework for determining what information needs to be included in the design of
alternative representations. This is the focus of Phase III.

1.4. Context: Thermal control system

The application domain for this effort is NASA Space Station Freedom's (SSF) Thermal Control
System (TCS). The TCS is being designed to maintain thermal conditions within SSF crew and
experimental quarters and to reject excessive heat into space. One of the primary system
requirements is the ability to adjust intemal conditions and efficiency of heat rejection to balance
widely varying heat loads (as activities and experiments change). This is a very elegant and complex
system in which virtually all of the control is passive, allowing for great range of adaptation to
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changes in thermal conditions without any intervention. At the same time, though, this elegance also
complicates diagnosis, as faults can be "masked" by make-up systems and redundancies within the
system.

The TCS accomplishes its goal by the use of three main subsystems — a set of evaporators, a
transport loop (for pumping and inventory control), and a set of space radiators (condensers). The
evaporators acquire heat, the condensers reject this heat to space, and the transport loop maintains in-
ventory and temperature/pressure equilibrium within the system and provides pressure differentials
(Ap) to "pump" inventory throughout the system.

TCS was selected for this investigation because of several characteristics:

o there are close functional interconnections between system components. As a result, a fault
produces symptoms and disturbances in multiple areas over time,

e the system has a significant temporal dimension (time for liquid and vapor to traverse through
the system) which creates additional complexity in diagnosis,

o considerable attention is being directed toward the development of an intelligent diagnostic
system, and

e the development of a thermal test-bed, a ground-based system to test the above mentioned IS
(as well as hardware changes to the TCS).

1.5. Phase Ill: Representation design

Based on the results from the critique of human-IS cooperation in fault management, the
development of generic HCI concepts and a specific design for the TCS is the focus of the third
phase of research. In particular, the goal of this design effort is threefold:
e toprovide an enhanced temporal representation of MP events and IS activity,
¢ to promote visualization of MP events (e.g., changes in the pattern of disturbances over time),
and

e to coordinate and integrate information from the IS and MP (which, from phase I results, is
typically dissociated) in order to indicate relationships between the two sources of information
and use one as a reference for interpreting the other.

Specifically, this phase is concentrated on illustrating the structure and behavior of this type of
display system, focusing on its ability to support cooperative fault management activities.

This phase focuses on two approaches to achieve this goal. The first is a new type of representation
of the intelligent system's communication to the human operator. As identified in Phase I,
information from the intelligent system is typically presented to the human operator in the form of
chronologically ordered message lists. However, examples from Phase II demonstrate that this
representation does not assist many of the operator's diagnostic activities. Specifically, this form
does not capture any of the temporal or relational information that is required or the event-driven
nature of the task (Potter and Woods, 1991). Therefore, based on the investigation of temporal
characteristics of fault management (Decortis, et al., 1991) and on a descriptive model of information
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requirements, a display concept to supplant message lists — a temporal information display — has
been developed.

The second approach is the coordination and integration of information from the IS into a view of the
MP as a means to enhance cooperation between the IS and the human operator (Potter, Woods, Hill,
Boyer, and Morris, 1992). Typically the representational window on the MP in fault management
systems consists of raw telemetry data organized by the physical anatomy of the MP. While the IS
may derive higher level information about the state of the MP by collecting and integrating raw data
values, little of this information is integrated into an operator’s display of the state of the MP. For
example, the IS may use models of MP structure and function to dynamically compute expected
behavior over a wide range of conditions; but often the IS's expectations are not captured and made
available to the human. Therefore, this phase of the research also describes the development of an
integrated function-based display as another means to enhance cooperation between an IS and its
human partner(s).

This basic concepts behind the temporal information display design are to provide the following:
¢ linkage between MP events and resulting IS activity,
¢ temporal relationships between events,
e micro and macro views to provide overview as well as detailed information, and
e navigation features (e.g., search and zoom) to maneuver through the messages.
For the function-based display, the key features of this display are:
¢ enhanced visualization of events and anomalies,
e depiction of higher-order functional properties and relationships, and
e use of IS information as context in which to interpret behavior of the MP.

Additionally, attention has been given to the coordination of these two representational views to
provide one integrated view of the systems' events and activities. The key features of this aspect of
the displays are:
e overlapping windows to create different views to emphasize different aspects of the system and
e coordination of the two displays as information management tools.

1.6. Contributions and future directions

Previous IS development work on the TCS has provided some insights into the problem addressed by
this research (Shafto and Remington, 1990). They found that operators did not make extensive use
of an independent representation of IS results; rather, they validated diagnoses by referring to a
representation of the MP itself. Since the representation of the MP consisted of raw telemetry data,
this type of interface encouraged a minimally-cooperative architecture of independent problem
solving and cross checking which has been shown to be a very weak style of coordination in
distributed cognitive systems (Roth, Bennett, and Woods, 1987).
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It is expected that this research will provide a foundation for moving from weaknesses in typical
approaches to human-intelligent system-interaction (H-IS-I) in fault management to approaches that
enhance the operator's visualization of events in the MP and the diagnostic activity of the IS in re-
sponse to these events. At a global level, this should improve the communication between the three
agents and thus increase total system performance. At another level, it is expected that the approach
employed for integrating IS output in a form that represents the temporal and relational nature of the
domain would be applicable to a wide variety of fault management applications. Thus, the design
concepts for temporal information displays should be an integral part of any IS display design for
cooperative fault management. Also, this work extends the utility of the functional modeling work to
another domain with different attributes (cyclical, mass balance vs. directional flow in Vicente and
Rasmussen, 1990). Specifically, this approach was very useful in identifying information deficits in
building the representation of the MP (that, in some cases, were filled by the IS).

Additionally, as this work has been exploratory and design-focused in nature, there are several
directions for future work which should be explored. First, this effort revealed the need for further
exploration of the use of temporal information in fault management. The development of the
temporal information display is one representation of time. Interviews with TCS operators revealed a
heavy reliance on temporal information that needs to be integrated into an overview display. Second,
while this work has attempted to address the need for coordination of information across multiple
information sources and perspectives into the process, this problem needs to be continued in the de-
velopment of complete systems (i.e., this project did not address the coordination between the
overview display and other, more detailed displays). Third, it was found that, in accord with
previous research (Woods and Roth, 1988) tools (representations) shape their use by practitioners.
Thus, it is important to support (and build on) operators' current models and understanding of the
process through the user interface while providing additional information and tools to enhance the
operators' awareness of system properties. These issues will be discussed in Chapter 7.

1.7. Organization for subsequent chapters of this report

Chapter 2 — Cooperative fault management: Section 1 discusses fault management, including the
nature of the cognitive demands on the human operator. Additionally, this chapter includes a
description of an information processing model for describing human performance in fault
management. Section 2 discusses relevant knowledge and research on human-intelligent system
interaction that may apply to the problem area of this work.

Chapter 3 — The research application: Thermal control system: This chapter provides a detailed
description of the application under investigation (TCS). Based on this description the system
dynamics, elegance, and complexity will be apparent. Additionally, several scenario-based
descriptions are included to depict the behavior of the system.

Chapter 4 - Tracking intelligent system activity: Development of temporal information
displays: This chapter describes the temporal aspects of cooperative fault management and their
impact on the information presented to the human operator. Second, it includes characteristics,
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weaknesses, and potential altematives to traditional approaches. Based on this information, this
chapter also presents design concepts for the development of information displays for the IS to
communicate to the human operator.

Chapter 5 - Visualization of monitored process behavior: Development of function-based
displays: This chapter describes the functional/structural aspects of fault management and their
impact on information requirements for a human operator. It also includes a critique of typical
physical schematic displays. Third, it presents the development of a function-based display design
for the TCS.

Chapter 6 — Representation design: The information in the preceding two chapters provides a
basis for the particular implementation (and test vehicle) for this research. This chapter provides a
description of the relevant attributes of this design and a dynamic "walk-through" of its behavior.

Chapter 7 - Conclusions and recommendations: This chapter discusses the contributions of this
research and potential future directions.



2. COOPERATIVE FAULT MANAGEMENT

2.1. The research domain: Fault management
2.1.1. Overview

As mentioned in the previous chapter, the target application for this work is a human operator and an
intelligent system (IS) engaged in the joint monitoring and control of an engineered system (denoted
MP for monitored process), whose state changes over time (as indicated in Figure 1). In fault
management the MP must be monitored for the occurrence of anomalous situations and behavior
which may arise within the setting of a continually changing state. Once a fault has been detected,
attention must be given to determining the causes of anomalies, and repairing anomalies for the MP
while maintaining safety and the ability to perform planned operations. There are three main goals in
fault management:

¢ monitoring and fault detection,

e safing, mission impact assessment, and reconfiguration, and

e fault isolation, testing, and recovery.
The predominant behavior during normal situations, though, is detecting significant changes in
dynamic data indicating off-nominal behavior.

However, these activities must occur simultaneously, as the MP typically cannot be removed from
service for diagnosis. This means that the fault manager needs to try to continue to meet the goals of
the monitored process (Woods, 1988a). The relative importance of different process goals may
change as the incident evolves and some goals may need to be abandoned if they compete with more
critical goals (mission control activities following the oxygen tank explosion during Apollo 13 are a
good example of this). A summary of characteristics of fault management is provided in Table 1.

2.1.2. Cognitive demands of fault management

2.1.2.1, System demands

There are several aspects of fault management that make the task difficult to perform. First, the MP
is typically a complex system. One can think of complexity along several dimensions:

e structural complexity (large number of components with multiple connections),

e functional complexity (significant, diverse capability), and

e temporal complexity (large difference in the response times between the MP and the human
operator).
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Second, the quantity and quality of data is demanding. There is typically a large amount of data
about the state of the MP, resulting in high data rate. The vast amount of data must be synthesized
and integrated in order to be informative and not overload the human operator.

In addition to quantity, the quality of data can complicate the fault management task. There can be
uncertainty in the sensed data (through sensor and transmission failures) and the models of expected
behavior (through a mismatch of assumptions and environmental characteristics).

2.1.2.2, Performance demands

In fault management, the operator may need to satisfy multiple competitive goals in the face of
incomplete and often contradictory information. There is high pressure to perform efficiently (the
need to get through a certain number of operations each day, or to land a certain number of aircraft
per hour), and omnipresent in the background is the fact that the mission may fail or the plane may
crash. The expert in these worlds is often confronted with resource saturation, especially at high
criticality time periods. The strategies that experts use to cope with these demands is particularly
relevant to those who would design information systems to support their activities.

Monitored Process Intelligent System
U
Control Input
System
State; status

info (faults)

Diagnosis,
recommendations,
etc.

Control Input

Human
Operator

Figure 1. Depiction of information flow in fault management.
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Expert performance is more than simply following a plan or collection of guidelines. Rather the
expert is one who can adapt plans, bring new plans into being and cancel others as new events
warrant, and maintain several threads of action in different stages of completion. The critical
contribution of people to the person-machine ensemble is adaptability in the face of the variability
and surprise of real, complex situations (Rasmussen, 1986; Woods, 1988a). This adaptability means
that experts can handle special cases and exceptions as well as routine cases; to use efficient
reasoning shortcuts but then to switch to more thorough reasoning strategies when cues indicate that
the present case is atypical. Based on this, Hollnagel (1992) claims that the main feature of an
intelligent system is that it should be able to modify its own behavior or be adaptive.

The human operator must track evolving situations loaded with unanticipated and potentially
threatening events. As a result, operators must build and maintain a coherent situation assessment in

Table 1. Characteristics of aerospace fault management (adapted from Malin, et al., 1991; Woods,
1988).

Complexity:
o Resident in hostile, constrained environment (e.g., microgravity).
¢ Remoteness of control.
o Complexity of engineered systems (structural and functional).
e Continuous, long duration support periods for operators.
e Multiple tasks performed in paraliel by muitiple operators.

Dynamism:
» Real-ime constraints and performance requirements.
o High data rates dus to physical dynamics.
o lLarge amounts of information due to complexity of systems and operations.
» Dynamics often outside range of human perception.
o  Frequentinterruptions during critical operations.

Uncertainty:
« Deficiencies In information (data and models of behavior).
e  Unavailable information (inadequate sensors, limited bandwidth transmissions).
o Limited resources in task environment (both human and expendable).
« Unanticipated situations.
¢ Decisions under conditions of uncertainty.

» Decisions under conditions of high risk due to the cost of errors.

e Criticality of making correct response.
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a changing environment where multiple factors are at work including one or more faults, operator
interventions and automatic system responses. How do people evaluate large amounts of potentially
relevant and changing data in order to size up a situation in the face of time pressure? Researchers
who examine expertise in situ have noted that practitioners themselves coin various phrases that
describe the ability to maintain this coherent view of changing situation: in commercial aviation it is
referred to as being "ahead of the plane”, in carrier flight operations the expression "having the
bubble" is used (Roberts and Rousseau, 1989), in military operations von Clausewitz (1968) called it
"coup d'oeil” — the ability to discem where and when a decisive action can be taken.

Attentional control in the face of multiple interleaved activities and the possibility of asynchronous
and unplanned events is a fundamental part of fault management. Experts need to be able to manage
several threads of activity in parallel, devoting enough attentional resource at the appropriate time in
order to keep each on track. Also at issue here is interrupt handling — as data changes and new events
are noted, how do they or should they modify the current task or cognitive resource priorities.
Understanding action in the face of diverse, changing and highly uncertain situations depends
critically on understanding attentional processes and the dynamic prioritization of tasks. A critical
criterion for the design of the fault management systems is how they support operator attention
focusing, attention switching and dynamic prioritization.

2.1.2.3. The cascade of disturbances

In dynamic, uncertain, and dangerous domains, fault diagnosis occurs as part of a larger context
where the expert practitioner must maintain system integrity by coping with the consequences of
faults (i.e., disturbances) through safing responses in parallel with untangling the causal chain that
underlies these disturbances in order to take corrective responses. The interaction between these two
lines of reasoning and activity defines a major cognitive activity of human experts in dynamic
problem solving situations, what Woods (1988a) has called the disturbance management cognitive
task.

Fault management in dynamic applications has a different character than the stereotype about
diagnostic situations which is based on the exemplar of troubleshooting a broken device which has
been removed from service. In dynamic process applications, fault management incidents extend,
develop and change over time. A fault disturbs the monitored process and triggers influences that
produce a time dependent set of disturbances (i.e., abnommal conditions where actual process state
deviates from the desired function for the relevant operating context). This cascade of disturbances
unfolds over time due to the development of the fault itself (a leak growing into a break) and due to
functional and physical interconnections within the monitored process (Woods, 1988a; K. Abbott,
1988, 1990).

Figure 2 provides an aviation illustration of the cascade of disturbances that can follow from a fault
(K. Abbott, 1990). The initiating fault is a failure in the fan subsystem of an aircraft engine. This
fault directly produces an anomaly in one engine parameter, but the fault also disturbs compressor
function which is reflected symptomatically in an anomaly in another engine parameter. The effect
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of the fault continues to propagate from the compressor to the combustor producing anomalies in two
more engine parameters. Diagnosis involves understanding the temporal dynamics of the cascade of
disturbances. For example in this case, the temporal progression is an important clue to understand
that the fault is in the fan subsystem and not in the compressor or the combustor. Note that, because
of disturbance propagation, the same or a similar set of anomalies may eventually result from a fault
in a different subsystem. A critical discriminating difference is the propagation path as the cascade
of disturbances develops over time.

2.1.2.4. The alarm handling problem

As mentioned earlier, a critical characteristic of a fault management system from a cognitive point of
view, is how it helps segregate the relevant variations from the irrelevant ones. And the critical
constraint on carrying out this cognitive function is the context sensitivity problem — which
variations are important depends on the state of the process itself and on the state of the problem
solving process. We can term this the alarm handling function of a fault management system.

There are classic paths that have been used to cope with the alarm handling demands of fault
management. One is to develop a fixed, static priority assignment to individual alarm signals.
Usually, two or three classes of priority are defined and then individual alarm signals are assigned to
one these categories. Presumably, there are only a few high priority alarms that occur in the same

Responsible
Component
. Abnormal Abnormal Abnormal
FX# ctions Compressor Combustor Turbine
ected Funection Function Function Function
Anomaly in Anomaly in Anomaly in Anomaly in
Symptoms fan speed compressor fan Engine Pressure Engine Discharge
{N1) speed (N2) Ratio (EPR) Temp (EGT)

© 1992, Potter and Woods

Figure 2. Cascade of disturbances for an aircraft engine fault (adapted from K. Abbott, 1990).
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time period and alarms in the lower priority classes do not need to be processed in order to evaluate
the significance of the high priority ones. In other words, the static priority technique tries to cope
with alarm handling demands through a scale reduction process.

Another classic technique is to develop automated fault diagnosis. The need to handle alarm
information is avoided by simply developing a machine to do the diagnosis via heuristic or
algorithmic computer processing. The automated diagnostic system processes the alarm information
and determines what fault or perhaps what faults are present in the monitored process. When the
system has determined a fault, the human operator is notified of the result. Now, the fault
determination is often softened (in part because of reliability concerns) and output with an attached
"degree of belief" marker, as a ranked list of hypotheses, or as a recommendation. Nevertheless, all
of these approaches attempt to cope with the alarm handling demands of fault management through a
finesse of allocating the task to a machine rather than supporting the human operator.

2.1.2.5 Information processing in fault management

Information processing in fault management is anomaly driven (as illustrated in Figure 3). There are
a large number of data channels and the indications on these channels may be changing (the left side
of Figure 3). The first task of a fault management system (either human alone, machine alone or the
ensemble) is to recognize, out of all the signal states and changes, which represent anomalies —
significant findings about the current and future state of the monitored process. Obviously, this can
be relatively easy when all data channels are quiescent except for one. But faults in the monitored
process produce multiple effects that change over time creating the potential for an avalanche of
changing indications. This is an example of a potential data overload situation where the critical

cognitive activity is filtering the relevant indications from the irrelevant variations in the disturbed
process (Woods, 1992).

In everyday usage, an anomaly is some kind of deviation from the common order or an exceptional
condition. In other words, an anomaly represents a mismatch between actual state and some
standard. To characterize a fault management system cognitively, one must specify the different
kinds of anomalies that the system can recognize and information processing that is needed to
recognize these classes of events.

One kind of anomaly has to do with departures from desired system function for a given context (i.e.,
the monitored process is not performing the way it was designed to perform). It could be that
pressure is supposed to be within a certain range but that it is currently too low. This class of
anomalies can be described as "abnormalities,” that is, observed monitored process behavior is
abnormal with respect to the desired system function for a particular context (e.g., shutdown versus
full power operations).

Another kind of anomaly has to do with process behavior that deviates from the operator’s model of
the situation. In this case process behavior deviates from someone (the operator's) or something's
(the intelligent system's) expectations about how the process will behave. The agent's expectations
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are derived from some model of the state of the monitored process. Because the present focus is on
dynamic processes, this model refers to the influences acting on the process — influences resulting
from manual actions, influences resulting from automatic system activities, or influences resulting
from the effects of faults. Anomalous process behavior that falls into this class can be called
"unexpected,” that is, observed monitored process behavior is unexpected with respect to model
derived expectations for the particular context.

For example, if a power generation system trips and there is some kind of cooling reservoir in the
system, then level in that cooling reservoir is going to drop. It always drops when the power
generation system is shut off. Thus, a low level alarm indicates an abnormality with respect to the
desired system function; however, the alarm is expected given the circumstances. The operator
knows "why" the alarm indication is present (it is an expected consequence of the influence of the
rapid shutdown) and therefore this alarm does not interrupt or change his or her information
processing activities (e.g., the operator will not try to "diagnose" the fault). What would be
unexpected would be the absence of this alarm or if the low level condition persisted longer than is
expected given the influence of the trip event. Note that there can be other kinds of anomalies as
well, for example, departures from plans.

Response
Planning

Recognize
Anomalies

Data Channels

Diagnosis

© 1991, Woods, Potter,
Johannesen, and Holloway

Figure 3. Model of anomaly-driven information processing in dynamic fault management.
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As indicated in Figure 3, recognition of "abnormal" process behavior should lead to information
processing about how to cope with the indicated disturbance, for example, safing responses. This, in
tumn, leads to monitoring lines of reasoning — checking to see if coping responses have occurred as
expected and whether they are having the desired effect. Thus, in the above example, the low level
alarm should trigger a line of reasoning to evaluate what coping responses should be initiated to deal
with the abnormality, for example, an automatic makeup system should start up to resupply the
reservoir and a line of reasoning to monitor that the automatic system came on properly and is
restoring level to the desired range. Recognition of "unexpected” process behavior should lead to
diagnostic information processing — a line of reasoning to generate possible explanations or
"diagnoses” for the observed anomaly and knowledge-driven search to evaluate the adequacy of those
possible explanations. When a diagnosis is reached (a best explanation), it can trigger a line of
reasoning to identify or develop corrective responses.

This model of the cognitive activities in fault management has several implications for the design of
intelligent systems to support fault management. One is that the fault management support system
should help the operator see anomalies in the monitored process. Since anomalies are defined as
mismatches, the fault management support system should help the operator see what specific
mismatch is present. Since there are different kinds of standards for process behavior, e.g., target
values, limit values, automatic system response thresholds, intelligent system "expectations” (in the
case of model based Al systems), indications of an anomaly should include the standard violated.

Cognitive activities in fault management involve tracking the set of anomalies present in the process
and their temporal inter-relationships. Fault management support systems can help operators see the
dynamics of anomalies and the underlying disturbances in process functions, especially to see how
disturbances grow and subside in the face of safing/corrective responses (Woods, Elm, and Easter,
1986). This information may be very important in the diagnostic process and in the strategic
allocation of cognitive resources either to diagnostic search to identify the source of the cascade of
disturbances or to focus on coping/safing actions to protect important goals.

A fundamental feature of the disturbance management cognitive task is that diagnostic activities and
information are intermingled with manual and automatic responses to cope with the consequences of
faults. How the monitored process responds to these coping/safing actions provides information for
the diagnostic process. In fact, people will often take actions whose primary purpose is to check out
or confirm a hypothesis about the source of the trouble — diagnostic interventions. It is important for
an "ideal” fault management support system to assist the human operator untangle the interaction
between the influences of fault(s) and the influences of coping/safing actions taken by automatic
systems or by some of the people involved.
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2.2. Human-intelligent system cooperation in fault management

2.2.1. Introduction

The question to be addressed is how are the fault management operations described in the previous
section affected by the introduction of an intelligent system? First, the introduction of an IS
distributes activities between agents. This brings in the need to coordinate the activities of the
agents. Also, the IS represents a new source of information for the human operator. Therefore, the
use of an IS increases the need for innovative information management approaches to handle the
already large amounts of information used for fault management. Typically, ISs are designed for
one-way communication. However, often the information provided by an IS is not particularly
informative, consisting of statements or recommendations with no context for interpretation or
clarification of the reasoning behind the conclusions. ISs are subject to errors also. They can be
brittle, failing catastrophically in situations that exceed the bounds of their encoded knowledge.
Thus, an IS must be monitored by the human operator (Malin, et al., 1991a).

One can think about the problem of human interaction with intelligent systems at two levels. Ata
concrete level, human interaction can be thought of in terms of the computer interface between the
human operator and the intelligent system — the graphic displays available, the window structure, the
dialog mechanisms that support moving around in the interface or that support communication with
the intelligent system. But at a deeper level, design of the interaction between practitioner and the
intelligent system requires an explicit definition of the roles of each, as well as consideration of an
appropriate cooperative problem solving approach for a particular application. The following
sections explore some of the relevant issues in cooperative problem solving (cf., also, Woods, 1986b;
Woods, Roth and Bennett, 1990; Robertson, Zachary and Black, 1990; or the bibliography in Woods,
Johannesen and Potter, 1990).

2.2.2. Related research on cooperative problem solving

Support for concepts relevant to human-intelligent system interaction has been found in empirical
studies of human-human interaction. The basis for studying humans interacting in a cooperative
manner is that, if successful, it should provide support for key aspects of H-IS-1.

Coombs and Alty (Alty and Coombs, 1980; Coombs and Alty, 1980, 1984) studied computer users
who solicited the advice of experts for diagnosis and correction of software failure. They assert that
human experts are often asked to provide conceptual guidance to other experts in adjacent fields to
enable them to solve problems for themselves. The critical difference, they argue, between the role
of an expert as a problem solver and as an advisor is that:

"while the former focuses upon the process of obtaining a concrete, communicable
solution to a problem, the latter is primarily concerned with the enrichment of the user’s
understanding of a problem area and the development of his skills at handling that area.
As an advisor, the expert is expected to support a colleague's personal problem solving,
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particularly at the junction between their two areas of expertise, and to help him decide
what questions should be asked and how to look for answers.” (Coombs and Alty, 1984,
p. 22)

Computer expert systems, on the other hand, have been developed as problem-solvers in that their
sole objective is to achieve known and clearly defined solutions to a well-circumscribed class of
problem.

They found that unsatisfactory advisory encounters occurred under several circumstances:
¢ when the interaction was strongly controlled by the advisor (permitting only a one-way flow of
information),
¢ when users were only required to supply information that could not be obtained elsewhere,
¢ when no feedback was provided to the user as to how the information was going to be used,
and
¢ when the advisor offered a solution without any justification.

Successful encounters, on the other hand, were found to occur with a fairly experienced user and
when the expert and user shared control of the interaction (including problem definition). Each
stepped out of their respective domain, and the user became more of an expert by the end of the
session. The predominant feature, though, was the explicit verbalization of what was covert and
implicit in the unsuccessful encounters. The most favorable strategy was found to be the generation
and then critiquing (by both agents) of explanations for some set of problem phenomena in a bottom-
up fashion.

Roth, et al., (1987) conducted a study of the interaction between technicians and an intelligent system
designed in the machine-as-prosthesis paradigm (Woods, 1986a) for a troubleshooting application.
In this paradigm, the human's role is to serve as the eyes and hands of the machine. The intelligent
system in this paradigm typically uses a question and answer dialog as the only means of
communication between the human and the intelligent system. The system investigated was
developed by an iterative refinement of the rule base by domain experts with the goal being to reduce
the skill requirements of the technicians involved in repairing the device. Interaction with the expert
system involved directions to the human as to what tests and observations to make and permitted
acceptance or rejection of machine's recommendations. They found that, even in static
troubleshooting situations where there are not any of the dynamism, safing requirements, and mission
impact requirements that occur in aerospace contexts, effective performance required the human to
play an active role as a full partner or as a supervisor especially in more complicated situations. The
machine-as-prosthesis intelligent system failed to provide any interface mechanisms that supported
the technicians as partners in the problem solving process; in other words, the Al system failed to be
a team player.

For each of the four diagnostic problems encountered, the investigators were able to trace the
canonical path through which the process should proceed. However, this occurred only 20% of the
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time due to unexpected variability — underspecified instructions, recovery from errors, adaptation to
special conditions, and novel situations. The question and answer format required the operator to
remember the data that had been entered and options that existed previously. In addition, it was
found that those operators with the most experience and who assumed an active role in the problem
solving situation performed significantly better than inexperienced and passive operators. This was
due in part to the fact that the serial dialogue required parallel problem solving by the operator to be
successful. The human's active role actually amplified the machine expert's ability to cope with
unanticipated variability in the world and in the problem solving process.

Based on these results, Roth and Woods (1988) and Woods and Roth (1988b) posed the following
challenges in formulating advice:
e what unit or grain of advice is appropriate (should the advisor explain or take over and what is
good explanation)? and
e when should the advisor interject (should it be severity dependent)?

2.2.3. Towards human-intelligent system cooperation in fault management

While many of the initial expert systems developed were called consultant systems, these intelligent
systems possessed minimum capabilities for supporting cooperative interaction with human
practitioners. The interaction contained minimal capabilities for explanations of machine solutions
and the human domain practitioner had few if any means available to inspect the intelligent system's
reasoning or control the system as a resource in his or her own problem solving process. The human
team member was required to gather data for the expert system because the expert system was not
connected to a database about the state of the device or the monitored process. Similarly, the intel-
ligent system possessed no effector mechanisms and so relied on the domain practitioner to carry out
its conclusions about the nature of the fault and how to correct it. However, it was recognized that
these systems were not capable of solving all possible problems that might occur; therefore they were
called "computer consultants” implying that the human could and should overrule the machine expert
whenever he or she determined that it was in error.

The results from Roth, et al., (1987) show that this machine-as-prosthesis form of interaction results
in a wall between the human and intelligent system (shown in Figure 4). The active, successful
technicians tried to break through this wall to discover the expert system's reasoning process and to
manipulate the machine as a resource to help them solve their problem (the human was the problem
holder). Thus, the design task in making AI systems team players can be thought of as breaking
down that barrier to collaboration or enhancing collaboration by creating effective windows to see
through the wall.

The need to integrate human and machine problem solvers into an effective cooperative system — to
make Al systems team players — has been recognized, especially for dynamic fault management
applications. To do this requires serious consideration of the coupling between human and intelligent
system, as well as the requisite interface capabilities, as an integral part of the design of intelligent
systems.
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Based on results such as those cited in the previous section, it has been realized, especially for
applications involving supervisory control of dynamic processes, that a more meaningful interaction
between human and intelligent machine was required. As a result of this, as well as trends in the
spread of interface technology, intelligent systems have been developed with attempts at more
sophisticated capabilities to support human interaction that have typically included graphic displays,
windowed workstations, and more extensive explanation capabilities.

The realization that more effective support for collaboration was needed drove people working on the
Al research agenda to formulate the problem as one in which the machine expert needs to be more
intelligent, in the sense that the intelligent system needs to be a better conversationalist. Hence, a
relatively large amount of the effort on human-intelligent system cooperation from an Al point of
view has been directed at enhancing the machine's natural language capability and enhancing the
machine's ability to talk about its own reasoning (cf., the structured bibliography of work on human-
intelligent system interaction, Woods, Johannesen, and Potter, 1991).

It is clear that conversational style interactions as the primary form of communication between the
human and intelligent system is inadequate for dynamic fault management applications. One
characteristic of these types of situations is that communication demands, information processing
demands, and decision demands all tend to go up as the severity of the challenges to process integrity

Human intelligent System

What are you thinking? Tryingto ruleout. ..
Give me data

Why do you want that? The presence of "w" will
eliminate "v" from consideration
The most likely suspect is "x"

Oh really?
Why do you think it's "x"? if symptoms "y", then "x"
What about "2"? Duh?
But that doesn't fix it! © 1991, Woods, Potter,

Johannesen, and Holloway

Figure 4. Interaction across the barrier to human practitioner and intelligent system cooperation in
the case of a question and answer dialogue.
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go up. The communication bandwidth of a conversational dialogue is too low to support timely and
effective exchange of information between cooperating agents under these circumstances (cf. e.g., the
results on clumsy automation — Wiener, 1989; Cook, Woods, McColligan, and Howie, 1990; Cook,
Woods, and Howie, 1990).

For aerospace fault management applications it is necessary 1o expand on the model in Figure 4
because the goal of the human operator and the intelligent system is to control/manage a MP. Figure
5 shows a wall between the human and the monitored process. This territory can be addressed in
terms of human-computer interaction without any role for intelligent advisory systems. However, the
portion of the human-computer interface that is most relevant is concemned with what Woods (1991)
calls design for information extraction in HCI — in other words, how does the computer interface help
the human operator understand what is going on in the MP.

The introduction of an IS added a new player to the picture. This creates new coordination tasks as
the human has to understand what his partner, the intelligent system, is thinking or doing (see Figure

Monitored Process Intelligent System

| ller Dal @ §
sl 5 |

To MP:
"Did a significant event occur?”

@ 1992, Woods, Potter,
Johannesen, and Holloway

Figure 5. Expanded view of the communication barriers for dynamic fault management applications.
In this case the human operator is trying to recognize and track significant changes in the monitored
process.
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6). But it is important to keep in mind that the ultimate purpose of the human operator (and the
intelligent system) in fault management is to track what is going on in the monitored process,
recognizing and correcting anomalies.

Figure 5 shows a situation where an event, a change, has occurred in the monitored process. The
window available to the human operator (the representation of the monitored process; cf., Woods,
1991) is a kind of display which was typical of the systems examined in the case study phase of this
research — a schematic of the physical topography of some part of the monitored process where the
active state is represented by digital values. The user's cognitive task is recognizing if a significant
event occurred. The representation of the monitored process affects the ability of the operator to do
this.

Figure 6 illustrates the collaboration between the human and intelligent system for this hypothetical
scenario. The collaboration is influenced by the kinds of representational windows available to
assess the intelligent system's view of the situation. It was found that typically there is some kind of
message list or menu of options for the kinds of messages or other displays that can be viewed. The

Intelligent System

Monitored Process

impeller
to Pump B1

"What do you think is going on?"

© 1992, Woode, Potter,
Johannesen, and Holloway

Figure 6. Continued communication barriers for dynamic fault management applications. In this case
the human operator is trying to collaborate with the intelligent system in situation assessment.
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human must interpret these displays, decide on where additional information may be available within
the computer workspace, remember how to get there, examine and integrate the data in order to
understand the intelligent system's situation assessment, what faults are present, what corrective
actions might need to be taken, what safing actions need to be taken as well as trying to understand
how the state of the monitored process is changing. Again, the representation of the intelligent
system available to the operator affects his or her ability to collaborate with the intelligent system.

The example explored in Figures 5 and 6 shows how designers can inadvertently reinforce barriers
that make it difficult to see what the intelligent system is thinking about or what the intelligent
system thinks is going on in the monitored process or to see the flow of events in the monitored
process. This points to one of the major themes of this work — visualization. After a description of
the specific application investigated in this effort (Chapter 3), the next three chapters will be devoted
to developing tools to improve the human operator's ability to visualize the behavior of the MP and
track the IS's activity in response to this behavior.



3. THE RESEARCH APPLICATION — THERMAL CONTROL SYSTEM

3.1. General description
3.1.1. Overview

As mentioned in Chapter 1, the application domain is NASA Space Station Freedom's (SSF) Thermal
Control System (TCS), being designed to maintain thermal conditions within SSF crew and
experimental quarters and to reject excessive heat into space. The purpose of this chapter is to
discuss in some detail the functionality of the system and a description of each of the components,
focusing on critical parameters and relationships for each. This chapter will end with several
scenario-based descriptions of system behavior.

One of the primary system requirements is the ability to adjust intemnal conditions and efficiency of
heat rejection to balance widely varying heat loads imposed (as activities and experiments change).
The TCS accomplishes this goal by the use of three main subsystems — a set of evaporators, pumping
and control components, and a set of space radiators (or condensers). Figure 7 provides a depiction
of a generic configuration; see Chapter 5 for a schematic of the current configuration. At a functional
level, one can think of the TCS as two thermal loops (an evaporator loop and a condenser loop) for
heat acquisition and rejection, respectively, and a transport loop for pumping and maintaining
temperature/pressure equilibrium and inventory control. The following sections will discuss these
two functional aspects of the system before going into a more detailed discussion.

3.1.2. Heat acquisition and rejection

Heat is acquired into the TCS through a series of heat exchangers (connected in parallel) which
transfer heat to the TCS from habitation and laboratory modules and truss mounted equipment where
heat dissipation rates are too high to be controlled passively. Liquid ammonia flows into the
evaporators, acquires heat, and changes into a wet vapor form (two-phase). One of the key elements
of this heat exchange process is the fact that the heat energy is acquired through evaporation, not
through temperature change of the medium. Except for the fact that the liquid may enter the
evaporators slightly subcooled (a few degrees below saturation condition), the input and output
temperature of the ammonia should be the same.

Heat rejection occurs by vapor being pumped through another series of heat exchangers which, by
their exposure to space, function as radiators. Within this process, the vapor is condensed back into a
liquid form (and also further cooled to a subcooled temperature). Flow rate to the condensers is
varied according to the heat load being applied to the system. As heat load increases, flow rate to the
condensers increases to increase the amount of heat being rejected. This is due to the fact that heat



25

gained/lost in a heat exchanger is a function of flow rate (which is directly proportional to pressure)
and temperature differential.

3.1.3. Transport and temperature control

The central device in the TCS is the rotary fluid management device (RFMD), which performs
several functions. First, it separates liquid from vapor (the two-phase retum from the evaporators) by
centrifugal force generated by rotation of the RFMD drum. Second, this rotation produces a pressure
differential to maintain adequate flow rates throughout the system. Third, it recombines cold liquid
retum (from the condensers) with the saturated liquid/vapor combination (from the evaporators).
Fourth, it traps and vents non-condensable gases from the condenser return flow.

As heat load on the TCS fluctuates, the liquid/vapor balance varies as well. However, the RFMD
does not have sufficient capacity to accommodate these changes. This is the function of the
accumulators. They passively maintain inventory (and pressure) equilibrium within the RFMD by
adding and subtracting liquid and vapor based on current conditions (heat load, flow rates, etc.).

A critical aspect of the TCS is the ability to maintain a set temperature within the thermal bus despite

ACCUMULATORS

*hot" side RFMD "c_::qld" side

EVAPORATORS ,CV | CONDENSERS

BPRV - Pressure Val P
RFMD -- Rotary Fluid Management Device

CV - Cavitating Venturi
HX -- Heat Exchanger °
NCGs - Non-Condensable Gases

Figure 7. Thermal contro! system components and functional interconnections.
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wide fluctuations in heat load and heat sink applied to the system. This function is performed by the
back pressure regulating valve (BPRV), a valve which controls vapor pressure within the RFMD and
also the vapor flow rate from the RFMD to the condensers. It accomplishes this by controlling
saturation conditions in the main chamber of the RFMD by regulating vapor pressure to maintain the
desirable set point temperature of the system (e.g., 70°F). This action in turn varies the pressure (and
thus the flow rate) of the vapor to the condensers. As mentioned earlier, higher pressure results in
more cooling in the condenser loop, while lower pressure reduces the amount of cooling.

3.2. Detailed description of components

3.2.1. Evaporators

3.2.1.1. Description

As mentioned above, these are a series of heat exchangers (connected in parallel) which remove heat
from the intemal thermal control system, transferring it to the external thermal control system.
Liquid flows into the evaporators, acquires heat, and changes into a wet vapor form (two-phase).

The critical heat acquisition parameter of exit quality actually can be decomposed into two
components, First is the aggregate exit quality of all evaporators after the return lines are
recombined. This is important as a global indication of amount of heat being acquired. Second is
the exit quality of each individual evaporator (i.e., the maximum of 80% applies to individual as well
as aggregate return). It is critical that individual exit quality not exceed the design maximum in order
to prevent evaporator overheating. However, the aggregate value may hide important behavior. For
example, four evaporators could be yielding 50% exit quality and one yielding 100%, resulting in an
aggregate value of less than 80%. Despite the acceptable aggregate value, one evaporator is still in
danger of overheating.

3.2.1.2. Critical parameters

e p. — pressure in the evaporator loop
¢ 1, — flow rate in the evaporator loop
e Ap. — change in pressure across entire evaporator loop

e Ap;y —change in pressure across a section of the two-phase retumn line. This is approximately
a function of the vapor quality (and thus heat load).

e Ap.y —change in pressure across the cavitating venturis
3.2.1.3. Relationships

¢ Ap. = Apz¢ + Apev
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3.2.2. Condensers
3.2.2.1. Description

Hot vapor flows to the condensers which radiate heat into space. Within this process, the vapor is
condensed into a liquid form.

e . —flow rate in the condenser loop. This is also referred to as "condenser return flow".
e T, —temperature of liquid retum at the end of the condenser loop
e T — effective temperature to which heat is transferred from thermal bus to space.

3.2.2.3. Relationships

® p. and m, should covary together, unless BPRV is opening due to a setpoint change or fault in
the system.

3.2.3. Rotating fluid management device (RFMD)

3.2.3.1. Description

There are two "sides” to the REMD — hot side and cold side — which are physically separated by
thermal barriers. The hot side is the return from the evaporator loop, while the cold side is the retum

from the condenser loop. Liquid flows from the cold side to the hot side through small holes in the
thermal barrier. Also, the cold return is re-saturated by being sprayed into the center of the hot side.

3.2.3.2. Critical parameters

e Py —power (in watts) being delivered to the RFMD

e N —speed of rotation of the RFMD

e My — bearing flow

o  Apena —end-to-end change in pressure. This is the Ap around the condenser loop (saturated
pressure vs. cold pressure).

® Apeyap — pumphead. This is the Ap around the evaporator loop

There is a complex relationship between Py and N. For example, much power is required to increase
the speed, but once a speed is reached, the power requirement decreases (due to momentum). Also,
power can be reduced for up to 30 seconds before speed of rotation will be affected.
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3.2.4. Accumulators

3.2.4.1, Description

As heat load changes, changes in the liquid/vapor balance in the RFMD are compensated for by two
accumulators. The function of the accumulators is to maintain pressure equilibrium between liquid
and vapor within the TCS, based on the two-phase retum quality. The accumulators contain a
spring-balanced bellows-type device to separate liquid and vapor. As the amount (pressure) of one of
the agents increases, pressure is exerted on the bellows, causing an accumulation of that agent,
forcing out the other agent until pressure equilibrium is achieved. While by design these

accumulators can accommodate a wide range of heat loads, they can also compensate for faults (such
as leaks) until all inventory is exhausted.

3.2.4.2. Critical parameters

e L —accumulator level (expressed as % full)
e iy, — flow rate (of liquid) from the RFMD to the accumulator

3.2.4.3. Relationships

¢ L and iy, should covary together — as flow rate to the accumulator increases, the level
increases.

3.2.5. Back pressure regulating valve (BPRV)
3.2.5.1. Description

As previously mentioned, the function of the BPRYV is to provide setpoint (temperature) control
through regulating upstream vapor pressure. This also controls the vapor flow rate to the condensers.

3.2.5.2, Critical parameters

®  Apprv —the amount the valve is opened (or closed).
®  Pget — pressure in the condenser loop upstream of the BPRV. This is the setpoint pressure.

3.2.5.3. Relationships
e The Ay, along with the flow rate (1h.) (and fluid density) determines the Ap across the valve.

The relationship is:
m2
Ap=k (?)
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3.2.6. Cavitating venturis

3.2.6.1. Description

As previously mentioned, the cavitating venturis provide constant flow rate specifically tuned to the
maximum heat load for each evaporator. The key aspect of these devices is to maintain appropriate
inlet/outlet pressure ratio (referred to as flow coefficient) to produce cavitation (vaporization) at their
outlet. As long as the flow coefficient does not exceed a criteria of .85, changes in heat load will not
alter the flow rate. If flow is maintained constant, then exit quality is only a function of heat load.
However, above this limit flow decreases, resulting in an underestimate of exit quality. Events which
would cause an increase in this flow coefficient include changes in RFMD (e.g., speed, power, or
liquid level), BPRYV failure, and leaks in the system.

3.2.6.2. Critical parameters

e fc.y — flow coefficient — change in pressure across the cavitating venturis

®  Tileysp — flow rate to individual evaporators (based on sizing of the corresponding cavitating
venturi inlet).

3.2.6.3. Relationships

(outlet pressure ) — (saturation pressure)
(inlet pressure ) — (saturation pressure)

flow coefficient =

3.3. Scenario-based description of system behavior

3.3.1. Excessive heat load

3.3.1.1, Isolated

When a single evaporator is heated beyond the designed heat load capacity, this results in vapor
outlet quality increasing to 100% and then in superheating since the cavitating venturi is set to
provide constant flow to reject the design heat load. However, this overheating from a single
evaporator has a minimal effect on the overall operation of the system. When the superheated vapor
combines with the two-phase mixture from the other evaporators, the superheated vapor just
vaporizes a portion of the liquid of the two-phase return. As long as the system heat load input is
less than (Quay)0.8 (80% is the design vapor quality at Qmax), the two phase retumn still has the
desired saturated mixture with the setpoint temperature retuming to the RFMD.

3.3.1.2, Sudden onset

During conditions involving minimal heat load being applied to the system, the evaporator retum is
predominately liquid. If a large heat load is suddenty applied to the evaporators at this point, the
generated vapor will push the liquid from the evaporators and two-phase return lines into the RFMD.
This liquid flow rate into the RFMD can exceed the RFMD liquid level probe's ability to pump to the
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accumulator and the RFMD fills with liquid. Because of the mass of this additional volume of liquid
in the RFMD, it will lose rotational speed and consume additional power (referred to as flooding).
This increased volume of liquid causes an increase in the RFMD liquid pressure and causes the end-
to-end Ap to drop. Also, because the servo line to the BPRYV is connected to the evaporator line, the
increased liquid pressure momentarily closes the BPRV. This causes an increase in system pressure
and will stop and can actually reverse the flow of liquid from the condensers to the RFMD, resulting
in warm liquid exiting the cold end of the RFMD toward the condensers. As the RFMD pumps
excess liquid to the accumulators, conditions will slowly recover to nominal.

3.3.1.3. Widespread

When the system heat load is greater than the condenser design capacity, uncondensed vapor flows
into the cold end of the RFMD from the condensers. This retumning vapor forces the liquid level in
the cold end of the drum to open, and causes the end-to-end Ap to drop. This slows the flow in the
condenser loop. However, the incoming vapor to the RFMD hot drum is continuously being
generated by the over-heated load to the evaporators. This results in a system pressure rise. The rise
in pressure condenses the vapor in the cold end of the RFMD and the end-to-end Ap is momentarily
established and helps the system pressure to be re-established at the higher setpoint. As this new
higher setpoint is approached, the capacity of the condensers is again exceeded, uncondensed vapor
returns to the RFMD, and the cycle repeats.

3.3.2. Loss of subcooling
3.3.2.1. Increased sink temperature

The RFMD needs a minimum of 5 to 10°F subcooling in the liquid returning to the cold end of the
RFMD from the condensers to maintain stable system operation. As the sink temperature (external
temperature at the condensers) increases, condensate retum temperature increases. As subcooling is
lost, end-to-end Ap drops, resulting in a setpoint pressure/temperature rise to force the vapor flowing
through the condenser loop. If the increase in sink temperature continues, this cycle will repeat.

3.3.2.2. Loss of condenser

If a blockage occurs in one condenser, there will be an increased pressure drop (across that
condenser) which will lead to a redistribution of vapor flow to the other condenser(s). Loss of a
condenser during fully loaded heat load to the evaporators will overload the remaining condenser(s),
resulting in uncondensed vapor returning to the RFMD. This results in a loss of end-to-end Ap and
setpoint pressure, just as in widespread excessive heat load (Section 3.3.1.3.).



4. TRACKING INTELLIGENT SYSTEM ACTIVITY:
DEVELOPMENT OF TEMPORAL INFORMATION DISPLAYS

4.1. Informational aspects of intelligent system output

One of the guiding questions in this work is one of how the IS conveys information to the human
operator. Without exception, the primary representational window used in the systems investigated
in Malin, et al., (1991) to help the human operator track the IS's assessment, recommendations, or
actions with regard to the MP is a chronologically ordered message list. Message lists are windows
that list events in a textual, alphanumeric string format. Typically each entry is one or two lines
long. A time stamp is usually associated with each entry, but cases were observed in which no time
stamp was used.

Message lists were found to occur in several different forms in the case studies with a variety of
different types of information about the MP (e.g., alarms) as well as the IS activity, including:

¢ configuration (e.g., modes, changes in system setup),

e IS non-essential activities (e.g., initialization, data transfer, computations),

e description of anomalous conditions within the MP (based on static limits or model-based

expectations),

e testing (to confirm the previous anomalies),

e diagnoses (including alternatives, confidence levels, priorities),

¢ control actions (either recommended or automatic), and

e predicted future events.
Table 2 presents a series of messages from one example observed. This series of approximately 90
messages was generated in a matter of minutes (as can be seen from the time stamps) from the nearly
simultaneous injection of two faults. The window to view these messages contained 25 lines of text.

Chapter 1 described some of the characteristics of fault management, many of which were concemned
with the temporal aspects of the task. The following sections will outline the critical temporal and
informational issues related to IS output and discuss the weaknesses of message lists in representing
this information for display to the human operator. This information will be used as a basis for
design concepts and alternative representations to overcome these limitations.
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Table 2. Sample IS output — message list.

00.00:00 Initializing, please wait . . .
00.00:00 SSMPMAD Interface Started, Mode is
-- Ready

00.00:00 Recomputing Gantt Chart, Please
- wait. ..

00.00:08 SSM/PMAD Interface Modse Is

-- Autonomous

00.00:11 Sending Event List To the LLP’s
00.00:11 Sending Priority List to the LLP's
00.00:15 Recomputing Gantt Chart, Please
- walt. ..

00.00:17 Computing Requested Information,
-- Please wait . . .

00.00:27 Formatting power utilization data . . .
-- please wait

00.01:22 LLP LC-2, switch: 2 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-2, switch: 3 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-2, switch: 4 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-2, switch: & tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-2, switch: 6 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP PORT, switch: P03 tripped on
-- FAST-TRIP.

00.01:22 LLP STARBOARD, switch: S02 tripped
-- on FAST-TRIP.

00.01:22 LLP LC-1, switch: 16 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-1, switch: 17 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-1, switch: 18 tripped on

-- UNDER-VOLTAGE.

00.01:22 LLP LC-1, switch: 19 tripped on

-- UNDER-VOLTAGE.

00.01:22 Sending Event List To the LLP's

00.01:22 Opening switches: LLP: PORT, switch:

- PO3 LLP: LC-2, switch: 0 LLP: LC-2, switch:
- 1 LLP: LC-2, switch: 2 LLP: LC-2, switch: 3
- LLP: LC-2, switch: 4 LLP: LC-2, switch: §

— LLP: LC-2, switch: 6 LLP: LC-2, switch: 7

-- LLP: LC-2, switch: 8

00.01:22 Reclosing switch: LLP PORT, switch:
--PO3

00.01:22 LLP PORT, switch: P03 tripped on
-- FAST-TRIP.
-—- 00.01:22 Diagnosis --——
LLP PORT, awitch P03 tripped on FAST-TRIP.
During testing LLP PORT, switch P03 retripped
- on FAST-TRIP.
POSSIBLE CAUSES:
Most Likely:
Low impedance short in cable below switch,
-- gwitch output of switch, or the
switch input of one of the lower switches.
Less Likely:
Current sensor in switch reading high.

Opening switches: LLP: STARBOARD, switch:
-- 802 LLP: LC-1, switch: 14 LLP: LC-1, switch:
- 18 LLP: LC-1, switch: 16 LLP: LC-3, switch: 17
— LLP: LC-1, switch: 18 LLP: LC-1, switch: 19
- LLP: LC-1, switch: 20 LLP: LC-1, switch: 21
- LLP: LC-1, switch: 22

00.01:23 Reclosing switch: LLP STARBOARD,
-- switch: S02

00.01:23 LLP STARBOARD, switch: S02 tripped
-- on FAST-TRIP.

-—- 00.01:23 Diagnosis -----

LLP STARBOARD, switch S02 tripped on

-- FAST-TRIP.

During testing LLP STARBOARD, switch S02

-- retripped on FAST-TRIP.

POSSIBLE CAUSES:

Most Likely:

Low impedance short in cable below switch,

-- awitch output of switch, or the

switch input of one of the lower switches.

Less Likely:

Current sensor In switch reading high.

Sending Event List To the LLP's

00.01:24 Sending Priority List To the LLP's
00.01:30 Recomputing Gantt Chart, Please
- wait . ..

00.01:30 Computing Requested Information,
-- Please wait . . .

00.01:30 Computing Requested Information,
-- Please wait . . .
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4.2. Temporal sequence and density
4.2.1. Problem description

One of the primary features of the example in Table 2 is that there are no distinguishing features to
the messages to give any indication as to the temporal sequence of the message. Each message is
simply written below the previous one, resulting in the appearance a continuous stream of entries,
hiding the underlying temporal structure. This creates a "packed" representation that obscures the
temporal distances between events. One cannot see at a glance whether events occurred contiguously
or farther apart. This is accomplished only through reading and comparing time stamps. This
problem is demonstrated in a simple comparison of the two hypothetical message lists illustrated in
panels A and B of Figure 8. The same events occur in the same order in the two panels. However,
the time stamps are not sufficient to make the pattem of temporal relationships stand out. By
indicating events against an analog timeline, panels C and D of this figure immediately reveal the
pattern.

Depicting temporal sequences is important from two perspectives. First, it is important to address
questions such as:

¢ how long since the last message?

¢ how much activity has there been recently?

MESSAGE LIST VS. TIMELINE INFORMATION DISPLAY

FOR TWO SAMPLE CASES
A. B.
10:23:43 Switch 3 tripped 10:23:43 Switch 3 tripped
10:31:07 Switch 4 tripped 10:24:27 Switch 4 tripped
10:32:23 Load Shed 10:32:23 Load Shed
C.

© 1991, Woods, Potter,
Johannesen, and Holloway

Figure 8. An example of a sequence of events illustrating how message lists obscure information

about the temporal distance between events.
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¢ how long ago was all that activity?

e does this particular group of messages represent a flurry of activity in the recent past, or a
description of what has happened over the last hour (with many periods of inactivity)?

Second is the temporal characteristics of the MP, such as modes, phases, etc. that need to be rep-
resented through the operator interface. Third is the issue of temporal sequence playing a role in
diagnosis. These latter two issues will be discussed in subsequent sections of this chapter.

4.2.2. Design concept(s)

(1) Information within a message list should be spatially organized to depict temporal patterns and
sequences.

4.2.3. Alternative representation(s)

One type of temporally organized display is a timeline where an analog representation of time is used
as the organizing anchor to represent sequences of events. Timeline formats have been used in the
past to represent plans, for example, the planned sequence of events in a startup, launch, landing, or
docking sequence. These are plan-based, rather than the event-based characteristics of a message list.

Additionally, timeline displays have been used in scheduling aircraft for air traffic control (ATC)
displays (Seagull, 1990). Figure 9 presents a comparison of two types of displays for ATC opera-
tions in which minimum separation distance is the critical parameter. This example shows the
obvious superiority of a timeline display for this type of task — no one would think of using the
impoverished representation of a message list for this type of application. In the timeline display,
warnings and recommended actions can be integrated into the display in a manner that is consistent
with the operator's cognitive task (Roth and Woods, 1989).

4.3. Temporally fleeting data
4.3.1. Problem description

Another feature of the example in Table 2 is that each entry in the window is a line or lines of text.
Because of this, when a series of events occurs, the list of messages can quickly exceed the space
available in the viewport (as seen in Figure 10), creating a keyhole effect (Woods, 1984). This forces
the operator to read and scroll through several screens of messages to find inter-related messages and
to "piece together" a global view of what is happening with the process, the pattern of automatic
actions, and the intelligent system's assessment or recommended actions.

This figure provides an example of how relationships between messages can be very difficult to
extract. The gray region shows the full message list. The window overlay contains a smaller
viewport with only a portion of the list in view. Messages concerning Switch 1 ("Switch 1 tripped”
is referred to as "Anomaly 1") have scrolled out of view. The message that Switch 2 has tripped is
displayed followed by the diagnostic message, "Recommended actions for Anomaly 1: manually re-
route to lower circuit". Because a portion of the list is hidden and because of the poor wording of the
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messages, this and the other diagnostic messages seem to be referring to the Switch 2 event when
they are actually referring to the Switch 1 event. The message list makes it difficult to establish the
context for each message "at a glance."

While messages typically include time stamps, these do not help the operator quickly apprehend
temporal information; each message and time stamp must be read and compared to other messages.
Furthermore, as one scrolls around in a long message list it is easy to get lost as the packed textual
field contains no readily apparent temporal landmarks (Woods, 1984) (e.g., current time is rarely
highlighted on the message list displays surveyed in Woods, et al., 1991).

4.3.2. Design concept(s)

(2) Link events to an overview timeline display to provide a macro view.
(a) Need to indicate current time.
(b) Need to highlight messages being displayed (if not current).

TIMELINE FORMAT
o
HRN 4
05 -3:)&\‘3%*_ UAL456
= MESSAGE LIST FORMAT
— ELIGHT  TIME
00— TWA233  03:14:00
"_Z'z*,,",’;x' COA92 03:11:15
%/t COA409 | SEPARATION UAL134  03:09:30
‘“. , UAI 0545
e UAL134 | VIOLATION CoMis 025745
55 s UALI34 0215615
[ COAS66  02:51:30
T COA564  02:48:40
8= COAS566 COA356  02:43:45
50 R DAL2Z2  02:39:30
3% CLARNINGS
ﬁé_ COA564 VARG
| s COA409 and UAL134 do not conform
— to minimum separation distances.
45 o Suggest delaying COA409.
i/t COA356
'7@*
40 N DAL222 © 1991, Potter and Woads

Figure 9. A comparison of message list and timeline formats for an ATC display designed to
schedule aircraft arrivals (the left panel is adapted from Seagull, 1930).
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4.3.3. Alternative representation(s)

Implementation of an overview timeline display in parallel with a temporally organized message list
should provide complementary views into the sequence of events presented. The overview timeline
should present a depiction of event occurrence and density in order to provide cues as to the location
of events not displayed within the message window.

Several questions arise at this point, including:

e How are the two views coordinated? There would need to be an indication on the overview
timeline as to where the message list is scrolled. In essence, the overview timeline should be-
have as an enhanced scroll bar, depicting where events are located in time, where the current
view is positioned, and how much of the total space is displayed.

e What provisions are there to make sure that new messages are not missed (while scrolling
back through previous messages)? Several approaches are possible: 1) a new message is
represented by a new indication on the overview timeline, 2) the window is immediately and
automatically scrolled to the bottom when a new message arrives, and 3) provide two windows
to view messages. New messages are posted in the current window and do not affect the past
window.

The example in Figure 11 demonstrates the use of an overview timeline display to depict temporal

COMPLETE MESSAGE LIST VS.
PARTIAL MESSAGE LIST WINDOW

g *§§3